
Embargoed until Tuesday, January 17, 2023, 10.30 am CET 

1/4 

ALLIANZ GLOBAL CORPORATE & SPECIALTY  

Press release: Allianz Risk Barometer 
2023: Cyber and business 
interruption top threats as 
economic and energy risks rise  
• Allianz Global Corporate & Specialty (AGCS) publishes 12th annual survey of key 

business risks around the world, according to 2,700+ respondents 

• Natural catastrophes and Climate change drop down the rankings as companies 

prioritize pressing macroeconomic concerns – inflation, the energy crisis and 

possible recession  

• Pandemic outbreak plummets down the list of worries as Covid-19 restrictions have 

largely been removed  
 

 

Munich – January 17, 2023 (embargoed until 10.30 CET). It is both stability and change in the Allianz 

Risk Barometer 2023. Cyber incidents and Business interruption rank as the biggest company concerns 

for the second year in succession (both with 34% of all responses). However, it is Macroeconomic 

developments such as inflation, financial market volatility and a looming recession (up from #10 to #3 

year-on-year), as well as the impact of the Energy crisis (a new entry at #4) which are the top risers in this 

year’s list of global business risks, as the economic and political consequences of the world in the 

aftermath of Covid-19 and the Ukraine war take hold. 

 

Such pressing concerns call for immediate action from companies, explaining why both Natural 

catastrophes (from #3 to #6) and Climate change (#6 to #7) drop in the annual rankings, as does 

Pandemic outbreak (from #4 to #13) as vaccines have brought an end to lockdowns and restrictions. 

Political risks and violence is another new entry in the top 10 global risks at #10, while Shortage of 

skilled workforce rises to #8. Changes in legislation and regulation remains a key risk at #5, while 

Fire/explosion drops two positions to #9. View the full global and country risk rankings 

 

 

 

The Allianz Risk Barometer is an annual business risk ranking compiled by Allianz Group’s corporate 

insurer Allianz Global Corporate & Specialty (AGCS), together with other Allianz entities, which 

incorporates the views of 2,712 risk management experts in 94 countries and territories including CEOs, 

risk managers, brokers and insurance experts. It is being published for the 12th time. 

 

AGCS’ Chief Executive Officer Joachim Mueller comments on the findings: “For the second year in a row 

the Allianz Risk Barometer shows that companies are most concerned about mounting cyber risks and 

business interruption. At the same time, they see inflation, an impending recession and the energy crisis 

as immediate threats to their business. Companies – in Europe and in the US in particular – worry about 

https://www.agcs.allianz.com/content/dam/onemarketing/agcs/agcs/reports/Allianz-Risk-Barometer-2023.pdf
https://www.agcs.allianz.com/content/dam/onemarketing/agcs/agcs/reports/Allianz-Risk-Barometer-2023.pdf
https://www.agcs.allianz.com/content/dam/onemarketing/agcs/agcs/reports/Allianz-Risk-Barometer-2023-Appendix.pdf
https://www.agcs.allianz.com/news-and-insights/reports/allianz-risk-barometer.html
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the current ‘permacrisis’ resulting from the consequences of the pandemic and the economic and 

political impact from ongoing war in Ukraine. It’s a stress test for every company’s resilience.  

 

“The positive news is that as an insurer we see continuous improvement in this area among many of our 

clients, particularly around making supply chains more failure-proof, improving business continuity 

planning and strengthening cyber controls. Taking action to build resilience and de-risk is now front and 

center for companies, given the events of recent years.” 

 

In 2023, the top four risks in the Allianz Risk Barometer are broadly consistent across all company sizes 

globally – large, medium and small – as well as across core European economies and the US (energy crisis 

excepted). Risk concerns for businesses in Asia Pacific and African countries show some deviation, 

reflecting the different impact of the ongoing war in Ukraine and its economic and political 

repercussions.  

 

Digital and disruption dangers  

Cyber incidents, such as IT outages, ransomware attacks or data breaches, ranks as the most important 

risk globally for the second year in succession – the first time this has occurred. It also ranks as the top 

peril in 19 different countries, among them Canada, France, Japan, India and the UK. It is the risk that 

small companies (<$250mn annual revenue) are most worried about. 
 
“For many companies the threat in cyber space is still higher than ever and cyber insurance claims remain 
at a high level. Large companies have become accustomed to being targeted and those with adequate 
cyber security are able to repel most attacks more effectively. Increasingly, more small- and mid-size 
businesses are also being impacted. These tend to underestimate their exposure and need to 
continuously invest in strengthening their cyber control framework,” says Shanil Williams, AGCS Board 

Member and Chief Underwriting Officer Corporate, responsible for cyber underwriting.  

 

According to the Allianz Cyber Center of Competence, the frequency of ransomware attacks remains 

elevated in 2023, while the average cost of a data breach is at an all-time high at $4.35mn and expected 

to surpass $5mn in 2023. The conflict in Ukraine and wider geopolitical tensions are heightening the risk 

of a large-scale cyber-attack by state-sponsored actors. In addition, there is also a growing shortage of 

cyber security professionals, which brings challenges when it comes to improving security. 
 

For businesses in many countries, 2023 is likely to be another year of heightened risks for Business 

interruption (BI) because many business models are vulnerable to sudden shocks and change, which in 

turn impact profits and revenues. Ranking #2 globally, BI is the number one risk in countries such as 

Brazil, Germany, Mexico, Netherlands, Singapore, South Korea, Sweden and the US.  

 

The scope of disruptive sources is wide. Cyber is the cause of BI companies fear most (45% of responses); 

the second most important cause is the energy crisis (35%), followed by natural catastrophes (31%). The 

skyrocketing cost of energy has forced some energy-intensive industries to use energy more efficiently, 

move production to alternative locations or even consider temporary shutdowns. The resulting shortages 

threaten to cause supply disruption across a number of critical industries in Europe, including food, 

agriculture, chemicals, pharmaceuticals, construction and manufacturing, although warm winter 

conditions in Europe and stabilization of the price of gas is helping to ease the energy situation.  

 

A possible global recession is another likely source of disruption in 2023, with potential for supplier 

failure and insolvency, which is a particular concern for companies with single or limited critical suppliers. 

According to Allianz Trade, global business insolvencies are likely to rise significantly in 2023: +19%. 

 

 

https://www.ibm.com/downloads/cas/3R8N1DZJ
https://www.allianz-trade.com/en_global/news-insights/news/Insolvency-report-2022-2023.html


Embargoed until Tuesday, January 17, 2023, 10.30 am CET 

3/4 

Macroeconomic malaise 

Macroeconomic developments such as inflation or economic and financial market volatility rank as the 

third top risk for companies globally in 2023 (25%), up from #10 in 2022 – the first time this risk has 

appeared in the top three for a decade. All three major economic areas – the United States (US), China 

and Europe – are in a crisis mode at the same time, albeit for different reasons, according to Allianz 

Research, which forecasts recession in Europe and the US in 2023. Inflation is a particular concern as it is 

‘eating’ into the price structure and profitability margins of many companies. Like the real economy, the 

financial markets are facing a difficult year, as central banks drain excess system-wide liquidity and 

trading volumes even in historically liquid markets decline.  

 

“2023 will be a challenging year; in purely economic terms, it is likely to be a year to forget for many 

households and companies. Nevertheless, there is no reason to despair,” says Ludovic Subran, Chief 

Economist at Allianz. “For one thing, the turnaround in interest rates is helping, not least for millions of 

savers. The medium-term outlook is also much brighter, despite – or rather because of – the energy 

crisis. The consequences, beyond the expected recession in 2023, are already becoming clear: a forced 

transformation of the economy in the direction of decarbonization as well as increased risk awareness in 

all parts of society, strengthening social and economic resilience.” 

 

Risk risers and fallers 

The Energy crisis is the biggest risk riser in the Allianz Risk Barometer appearing for the first time at #4 

(22%). Some industries, such as chemicals, fertilizers, glass, and aluminum manufacturing, can be reliant 

on a single source of energy – Russian gas in the case of many European countries – and are therefore 

vulnerable to disruption to energy supply or price increases. If such base industries struggle, 

repercussions can be felt further down the value chain in other sectors. According to Allianz Trade, the 

energy crisis will remain the largest profitability shock for European countries in particular. At current 

levels, energy prices would wipe out the profits of most non-financial corporates as pricing power is 

diminishing amid slowing demand. 

 

Driven by 2022 being another year of turmoil with conflict and civil unrest dominating the news, Political 

risks and violence is a new entry at #10 (13%). Aside from war, companies are also concerned about 

increasing disruption from strikes, riots and civil commotion activity as the cost-of-living crisis bites in 

many countries. 
 

Despite dropping in the ranking year-on-year, Natural catastrophes (19%) and Climate change (17%) 

remain major concerns for businesses. In a year that included Hurricane Ian, one of the most powerful 

storms recorded in the US, record-breaking heatwaves, droughts and winter storms around the world, 

and $100bn+ of insured losses, they still rank in the top seven global risks.  

 

For further information please contact: 

 

 

Johannesburg: Lesiba Sethoga 

 

Tel. +27 112147948 

 

lesiba.sethoga@allianz.com 

London: Ailsa Sayers Tel. +44 203 451 3391 ailsa.sayers@allianz.com  

Munich: Heidi Polke Tel. +49 89 3800 14303 heidi.polke@allianz.com  

New York: Sabrina Glavan Tel.  +1 973 876 3902 sabrina.glavan@agcs.allianz.com  

Paris: Florence Claret Tel. +33 158 85 88 63 florence.claret@allianz.com  

Rotterdam: Olivia Smith Tel. +27 11 214 7928  olivia.smith@allianz.com  

Sao Paulo: Camila Corsini Tel. +55 11 3527 0235 camila.corsini@allianz.com  

Singapore: Shakun Raj Tel. +65 6395 3817  shakun.raj@allianz.com 

 

https://www.agcs.allianz.com/news-and-insights/expert-risk-articles/allianz-risk-barometer-2023-macroeconomic-developments.html
https://www.agcs.allianz.com/news-and-insights/expert-risk-articles/allianz-risk-barometer-2023-macroeconomic-developments.html
https://www.agcs.allianz.com/news-and-insights/expert-risk-articles/allianz-risk-barometer-2023-macroeconomic-developments.html
https://www.swissre.com/press-release/Hurricane-Ian-drives-natural-catastrophe-year-to-date-insured-losses-to-USD-115-billion-Swiss-Re-Institute-estimates/2ab3a681-6817-4862-8411-94f4b8385cee
mailto:lesiba.sethoga@allianz.com
mailto:ailsa.sayers@allianz.com
mailto:heidi.polke@allianz.com
mailto:sabrina.glavan@agcs.allianz.com
mailto:florence.claret@allianz.com
mailto:camila.corsini@allianz.com
mailto:shakun.raj@allianz.com
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About Allianz Global Corporate & Specialty 

Allianz Global Corporate & Specialty (AGCS) is a leading global corporate insurance carrier and a key 
business unit of Allianz Group. We provide risk consultancy, Property-Casualty insurance 
solutions and alternative risk transfer for a wide spectrum of commercial, corporate and specialty risks 
across nine dedicated lines of business and six regional hubs.  
Our customers are as diverse as business can be, ranging from Fortune Global 500 companies to small 
businesses. Among them are not only the world’s largest consumer brands, financial institutions, tech 
companies and the global aviation and shipping industry, but also floating wind farms or Hollywood film 
productions. They all look to AGCS for smart solutions to, and global programs for, their largest and most 
complex risks in a dynamic, multinational business environment and trust us to deliver an 
outstanding claims experience.  
Worldwide, AGCS operates with its own teams in more than 30 countries and through the Allianz Group 
network and partners in over 200 countries and territories, employing around 4,250 people. As one of the 
largest Property-Casualty units of Allianz Group, we are backed by strong and stable financial ratings. In 
2021, AGCS generated a total of €9.5 billion gross premium globally.  
For more information please visit our website www.agcs.allianz.com  

 

Cautionary note regarding forward-looking statements 

This document includes forward-looking statements, such as prospects or expectations, that are based on management’s current views and 
assumptions and subject to known and unknown risks and uncertainties. Actual results, performance figures, or events may differ significantly from 
those expressed or implied in such forward-looking statements. Deviations may arise due to changes in factors including, but not limited to, the 
following: (i) the general economic and competitive situation in Allianz’s core business and core markets, (ii) the performance of financial markets 
(in particular market volatility, liquidity, and credit events), (iii) adverse publicity, regulatory actions or litigation wi th respect to the Allianz Group, 
other well-known companies and the financial services industry generally, (iv) the frequency and severity of insured loss events, includ ing those 
resulting from natural catastrophes, and the development of loss expenses, (v) mortality and morbidity levels and trends, (vi) persistency levels, (vii) 
the extent of credit defaults, (viii) interest rate levels, (ix) currency exchange rates, most notably the EUR/USD exchange rate, (x) changes in laws 
and regulations, including tax regulations, (xi) the impact of acquisitions including and related integration issues and reorganization measures, and 
(xii) the general competitive conditions that, in each individual case, apply at a local, regional, national, and/or global l evel. Many of these changes 
can be exacerbated by terrorist activities. 
 

No duty to update 

Allianz assumes no obligation to update any information or forward-looking statement contained herein, save for any information we are 
required to disclose by law. 
 

Privacy Note 

Allianz SE is committed to protecting your personal data. Find out more in our privacy statement.  
 
 

https://www.agcs.allianz.com/about-us/about-agcs.html
https://www.agcs.allianz.com/services/risk-consulting.html
https://www.agcs.allianz.com/solutions.html
https://www.agcs.allianz.com/solutions.html
https://www.agcs.allianz.com/solutions/alternative-risk-transfer.html
https://www.agcs.allianz.com/services/allianz-multinational.html
https://www.agcs.allianz.com/global-offices.html
https://www.agcs.allianz.com/services/allianz-multinational.html
https://www.agcs.allianz.com/claims.html
https://www.agcs.allianz.com/global-offices.html
https://www.agcs.allianz.com/about-us/financials.html
http://www.agcs.allianz.com/

